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The necessity and challenges of 
default-on Tracking Protection

Steven Englehardt
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Just two page visits cause requests to 132 distinct hostnames.



Mozilla Security Research Summit 2018 Steven Englehardt -- senglehardt.com

With uBlock Origin enabled, the number of hostnames requested is down to 
37. Nearly 100 of the hosts loaded were ads, trackers, and analytics.
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With uBlock Origin enabled, the number of hostnames requested is down to 
37. Nearly 100 of the hosts loaded were ads, trackers, and analytics.

This is outdated.
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Users are exposed to a 
diverse set of threats 

every day



Automated measurement can be used to discover 
invasive tracking

Web

Browser Instance

OpenWPM: An automated platform for web privacy measurement (https://github.com/citp/OpenWPM)

Browser Instance

Browser Instance
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Device fingerprinting: tracking users without state

https://browserleaks.com/webgl
https://panopticlick.eff.org
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Fingerprinting is quite prevalent

Englehardt and Narayanan, “Online Tracking: A 1-million-site Measurement and Analysis” (CCS 2016)
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Why identify the device when you can identify the 
user?

md5(ste@cs.princeton.edu) → b5184f3fb0fe35e4319b729f05017f6e
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The abuse of social login for 
web tracking
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Login manager abuse for web 
tracking
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The core problem: no security boundaries
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What can we do?
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Build better ad / tracking blockers?
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Build better ad / tracking blockers?

+ Great for technical users
- Defunds publishers
- Breaks websites
- Creates no incentive for change
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User privacy has long 
been opt-in on the web.
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User privacy has long 
been opt-in on the web.

It shouldn’t be.
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https://blog.mozilla.org/futurereleases/2018/08/30/changing-our-approach-to-anti-tracking/
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A possible solution: Apply stronger restrictions to 
bad actors

Real users

Crawlers

Detect invasive scripts Selective, default-on 
Tracking Protection
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^TRACKING
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Detection Methodology:

1. Canvas height and width >= 16px

2. Text >= 2 colors OR >= 10 characters

3. Should not call save, restore, or 

addEventListener . (Used with 

interactive or animated content)

4. Calls toDataURL  or getImageData .

Englehardt and Narayanan, “Online Tracking: A 1-million-site Measurement and Analysis” (CCS 2016)

Challenge: Simple heuristics aren’t good enough
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Search network traffic 
to find leaked PII

Challenge: Simple network monitoring isn’t good 
enough
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Challenge: Tracking isn’t the only threat
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Possible solution for fingerprinting:
Classify fingerprinters on full API use

Browser

Canvas Audio WebRTC … 

fingerprintingScript.js

… fp = 
Third Party 

Server
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Challenge: Tracking techniques are dual-use

● Tracking is used for profile building, bot detection, 

authentication

● Most major US banks fingerprint visitors

● Captchas fingerprint users to detect bots
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Challenge: Tracking techniques are dual-use



Mozilla Security Research Summit 2018 Steven Englehardt -- senglehardt.com

Frozen Realms COWL

(https://github.com/tc39/proposal-frozen-realms) (https://www.usenix.org/node/186158)

Challenge: High complexity and cost of confinement
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Possible solution: Confinement that can be 
enforced by the browser

VS

Remember:
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In summary: Firefox is building default-on tracking 
protection that doesn’t break sites. Our challenges:

1. How can we make fingerprinting and PII exfiltration detection more 

thorough and robust to adversaries?

2. What automated measurement techniques can we use to detect 

cryptomining?

3. Are there alternatives to bot detection, captchas, authentication 

applications that don’t require cross-site tracking?

4. Can we automatically apply JS confinement without first-party support?

Me: https://senglehardt.com | senglehardt@mozilla.com


