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Visiting 2 websites results in 84 third parties contacted



https://github.com/citp/OpenWPM

Open Web Privacy Measurement (OpenWPM)



The Princeton Web Census
Monthly

1 Million Site Crawl

● Javascript Calls
● All javascript files
● HTTP Requests and Responses
● Storage (cookies, Flash, etc)

Collecting:



Results of the Princeton Web Census

New metric to rank third parties Nearly all top 3rd parties cookie sync

News site have the most trackers
Tracking protection misses less 

popular 3rd parties and techniques

https://webtransparency.cs.princeton.edu/webcensus/



Insights from
the Princeton Web Census



Consolidation of top trackers



Only 6 organizations are present on >10% of sites



Takeaways of consolidation

(1) Enforcement efforts can target large 
players, proactively set tracking norms. 

(2) Large trackers can quickly deploy 
technique to a massive number of sites.

(3) Acquisitions can quickly shift tracking 
capability



Trackers Impede HTTPS Adoption



Trackers Impede HTTPS Adoption

Mixed content downgrades security indicator!



Trackers Impede HTTPS Adoption

Of sites with mixed content:

half is caused solely by third parties (10% by trackers)



Trackers Impede HTTPS Adoption

Half of all third-parties are HTTP-only

Of sites with mixed content:

half is caused solely by third parties (10% by trackers)



Takeaway: Tracking may have second-order privacy 
impacts

(1) Slow the adoption of encryption

(2) Identifier leakage in requests to

(3) Can aid network surveillance efforts



New Browser Features Used for Fingerprinting

Canvas WebRTC Audio Battery

https://webtransparency.cs.princeton.edu/webcensus/



Browsers remove BatteryStatus API citing privacy



Browsers remove BatteryStatus API citing privacy



Takeaway: Expect any new API to be analyzed for 
its fingerprintability

1. Early detection of abuse can stem adoption

2. Browsers view fingerprinting as abuse
a. Mitigate fingerprinting during standardization
b. Remove APIs due to fingerprinting use



Our data is available!

https://webtransparency.cs.princeton.edu/webcensus/index.html#data



Getting third-party responses from our data



Getting third-party responses from our data



Getting third-party responses with Census.py

census.get_third_party_responses_by_domain(
database_connection,
“http://nytimes.com”

)



Getting third-party responses with Census.py

● get_third_party_responses_by_domain

● get_third_party_responses_by_domain

● get_cookie_syncs_on_domain

● is_tracker

● get_trackers



Getting third-party responses with Census.py

● get_third_party_responses_by_domain

● get_third_party_responses_by_domain

● get_cookie_syncs_on_domain

● is_tracker

● get_trackers Contact us for access to  
“alpha” analysis server 

and library!



Full Paper:
senglehardt.com/papers/ccs16_online_tracking.pdf

Data and Analysis:
webtransparency.cs.princeton.edu/webcensus/

Collaborate:
webtap.princeton.edu/research/

Image Assets from the Noun Project:
Browser Network and Browser Battery by Aybige

Thanks for listening!

Contact Me

Email: ste@cs.princeton.edu

Twitter: @s_englehardt

Web: senglehardt.com


