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Visiting 2 websites results in 84 third parties contacted
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Tracking with fingerprinting
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Open Web Privacy Measurement (OpenWPM

citp/ OpenWPM ©unwatch~ 49 Y unstar 435 ¥ Fork 67

¢> Code Issues 45 Pull requests 0 Projects 0 Wiki Pulse Graphs Settings

A web privacy measurement framework https:/webtap.princeton.edu/ — Edit

D 480 commits s 4 branches = 12 releases 12 13 contributors
Branch: master ~ New pull request Create newfile = Uploadfiles  Find file
:-_;;: englehardt Merge branch 'master’ of github.com:citp/OpenWPM Latest commit 3a14416 7 hours ag

m automation

m test

A

.gitignore

(LD}

travis.yml

) CHANGELOG

[

LICENSE

README.md Modified readme to only use travis status from master branch 15 days ago

https://github.com/citp/OpenWPM



The Princeton Web Census

Collecting:

Monthly
1 Million Site Crawl

Javascript Calls

All javascript files

HTTP Requests and Responses
Storage (cookies, Flash, etc)



Measurement is effective because most
actors are not malicious

1. Bulk of trackers respond to pressure from publishers,
users, and regulators

2. Not trying to avoid detection

3. High risk for malicious actions
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Research findings from the Princeton
Web Census



The long tail of third-party tracking
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A consolidated tracking ecosystem
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Only 6 organizations are present on >10% of sites
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Almost all top third parties cookie sync

Browser (1)

(3)

GET: A.com

Cookie: {user_id=12345}

302 Redirect:

*B.cnm?partner_id=h.cnm &sync_id=12345

GET:

B.com?partner_id=A.com&sync_id=1 2341

Cookie: {user_id= XYZ}

B.com

user XYZ is
known as 12345
on A.com

(2)

(4)

45 of top 50 third parties sync cookies (85% chance any two share an ID)
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New browser features used for fingerprinting

Canvas WebRTC Audio Battery
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https://webtransparency.cs.princeton.edu/webcensus/



Detecting Fingerprinting

// Measurement Code
instrumentObject(window.CanvasRenderingContext2D.prototype,
instrumentObject(window.HTMLCanvasElement.prototype, ..);

) §
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Detecting Fingerprinting

// Measurement Code
instrumentObject(window.CanvasRenderingContext2D.prototype, ..);
instrumentObject(window.HTMLCanvasElement.prototype, ..);

// Canvas Fingerprinting Example
ctx = canvas.getContext("2d");

ctx. fillText(“hello world”, 2, 15);
ctx.fillStyle = “#f60";
ctx.fillRect (125, 1, 62, 20);

fp = canvas.toDataURL();
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Detecting Fingerprinting

// Measurement Code
instrumentObject(window.CanvasRenderingContext2D.prototype, ..);
instrumentObject(window.HTMLCanvasElement.prototype, ..);

// Canvas Fingerprinting Example Measurement Logs
ctx = canvas.getContext("2d"); (SCRIPT_URL, “getContext”, “2d”)

CtX.fillTeXt(“he-l.-l.O World", 2, 15); g » oo« »

ctx.fillStyle = “#f60"; (SCRIPT_URL, “fillText”, “hello world”, 2, 15)

ctx.fillRect(125, 1, 62, 20); (SCRIPT_URL, “fillStyle”, “#60”)

fp = canvas. toDataURL(); (SCRIPT_URL, “fillRect’, 125, 1, 62, 20)
(SCRIPT_URL, “toDataURL”, “data: ..."” )

VVV[V
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Detecting Fingerprinting

// Measurement Code
instrumentObject(window.CanvasRenderingContext2D.prototype, ..);
instrumentObject(window.HTMLCanvasElement.prototype, ..);

// Canvas Fingerprinting Example Measurement Logs
ctx = canvas.getContext("2d"); (SCRIPT_URL, “getContext”, “2d”)

CtX.fillTeXt("hello World", 2, 15); g » oo« »

ctx.fillStyle = “#f60"; (SCRIPT_URL, “fillText”, “hello world”, 2, 15)

ctx.fillRect(125, 1, 62, 20); (SCRIPT_URL, “fillStyle”, “#60”)

fp = canvas. toDataURL(); (SCRIPT_URL, “fillRect’, 125, 1, 62, 20)
(SCRIPT_URL, “toDataURL”, “data: ..."” )

VVV[V

Post-measurement Analysis
1. Examine API use for fingerprinting

2. Check for tampering / instrumentation inspection
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Detecting Fingerprinting

Browser

Canvas

Audio

WebRTC

]

L

|

v

fp =

(» Third Party

fingerprintingScript.js

W=

Observe a sequence of API calls
Techniques clustered together

Server

Results of calls combined and sent to server
Limited API use beyond that for fingerprinting
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Abusing WebRTC candidate generation for tracking

Relay
<&
Foent
Peer :i!“—"+ D \J+H§ Peer
STUN STUN

Source: http://www.html5rocks.com/en/tutorials/webrtc/basics/
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WebRTC dataChannel requires no permissions

Without user intervention, a tracking script can:

1. Reveal the user’s real IP address when behind a VPN

2. Reveal the user’s local IP address for each local
interface.
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WebRTC dataChannel requires no permissions

Without user intervention, a tracking script can:

1. Reveal the user’s real IP address when behind a VPN

2. Reveal the user’s local IP address for each local
interface.

More identifying for corporate and
university users.
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Measuring the use of WebRTC for tracking

Measurement Code:

// Access to webRTC

instrumentObject(
window.RTCPeerConnection.prototype,
"RTCPeerConnection", true

3
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Measuring the use of WebRTC for tracking

Measurement Code:
// Access to webRTC
instrumentObject(
window.RTCPeerConnection.prototype,
"RTCPeerConnection", true
i3
~90% of unsolicited dataChannel use

on homepages is for tracking

57 scripts on 625 sites.
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Using AudioContext for fingerprinting

..............................................................................................................................................................

Oscﬂlator Analyser Gain Destination
cdn-net .com script Tr.ang|e Wave

SHA1 (12136, -121.19, ...] ) —>ebsa30ad?...
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Using AudioContext for fingerprinting

Used by:
cdn—-net.com script

Used by:
pxi.pub and
ad-score.com Scripts

,............................................................................................................................................................:

Oscﬂlator Analyser Gain Destination

ICRCRORC

Tria ngIe Wave

SHA1 ([-121.36, -121.19, ...] ) —>ebsa30ad?...

Dynamics
Oscillator Com pressor Destination
@

Sine Wave

MD5([33.234, 34568, ..] ) ——ad60be2e8...
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Implications for Tor Browser

I Q& ' Search

Login = Preferences Help/Guide @ About Trac Register

[ | Browse Source Roadmap Timeline Wiki Search | Tags ]

« Previous Ticket = Next Ticket —

years ago

#1 301 7 aSSigned task ed 3 weeks ago
Determine if AudioBuffers/OfflineAudioContext are a fingerprinting vector

Reported by: mikeperry Owned by: arthuredelstein
Priority: Very High
Component: Applications/Tor Browser
Severity: Critical Keywords: tbb-fingerprinting-os,
TorBrowserTeam201610
(Ble arthuredelstein, isis, mcs, brade
Description

WebAudio allows you to write data to AudioBuffers and perform effects/manipulation/spectral analysis on
them, and extract their contents.

If the underlying routines are OS supported, they may be fingerprintable. =*https://developer.mozilla.org
/en-US/docs/Web_Audio_API
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Do Privacy Tools Help?
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Privacy tools effectively block stateful tracking

e Third-party cookie blocking

o 32 out of 50,000 sites work around blocking by redirecting the top-level domain
o Average number of third-parties per site reduced from ~18 to ~13

e Ghostery

o Average number of third-parties per site reduced from ~18 to ~3
o Very few third-party cookies are set

Fraction of TP Blocked

10
0.8
0.6
0.4
0.2
0.0

16~

10-3 102 101 10°
Prominence of Third-party (log)
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Crowdsourced lists miss fingerprinters

EasyList + EasyPrivacy

Technique

Percentage of Scripts

Percentage of Sites
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Crowdsourced lists miss fingerprinters

EasyList + EasyPrivacy

Technique

Percentage of Scripts

Percentage of Sites

Canvas

25%

88%
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Crowdsourced lists miss fingerprinters

EasyList + EasyPrivacy

Technique Percentage of Scripts Percentage of Sites
Canvas 25% 88%
Canvas Font 10% 91%
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Crowdsourced lists miss fingerprinters

EasyList + EasyPrivacy

Technique Percentage of Scripts Percentage of Sites

Canvas 25% 88%
Canvas Font 10% 91%

WebRTC 5% 6%
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Crowdsourced lists miss fingerprinters

EasyList + EasyPrivacy

Technique Percentage of Scripts Percentage of Sites

Canvas 25% 88%
Canvas Font 10% 91%

WebRTC 5% 6%
AudioContext 6% 2%
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Takeaways

1. Trackers are employing an increasingly diverse set of
techniques

2. Measurement heavily influences and controls the adoption of
new techniques and tracking norms.

3. Crowdsourced tracking protection misses less popular
trackers/techniques

4. Frequent measurement and automated detection provide a
path forward

Email: ste@cs.princeton.edu Twitter: @s_englehardt Web: senglehardt.com
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Canvas fingerprinting returns in the absence of
measurement

May 2014: 50/0 Of S|teS The Web Never Forgets (Acar, et al.)
Aug 2014: ~0.1% of sites wroximate)

Jan 2016: 2.6% of sites

Percentage of the Alexa top 100k sites



Using Battery Status to Track

. \
©® O ® /W rheyeariate night picked .. x \ +

€ ) @ i | money.cnn.com/2016/10/20/media/late-night-tv ~ EJ | & = Q Search bedl:= I A =
IC(J’WW Money us. + Business Markets Tech Media Personal Finance S
firal.com Bills LiveSmarterDaily

NextAdvisor

o 3 -
at Your 401K if You Own a The 10 Most Important Songs of These Rarest Things on Earth Will
e (Do This) the '80s Leave You Speechless (Slideshow)
martPenny.com AARP History Fanatic

nvisible Hearing Aid That Everyone Is Talking Donald Trump cancels "Hannity" interview

It Hee
Alec Baldwin's Donald Trumﬁ imﬁression blends into

The Leaking Battery, Olejnik et. al. (2015)
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Using Battery Status to Track

ece / W/ The year late night picked .. * | 4
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Battery Status:
level: 0.11
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The Leaking Battery, Olejnik et. al. (2015)



Using Battery Status to Track

eoce / W9 The year late night picked .. % | &

€ ) @ i | money.cnn.com/2016/10/20/media/late-night-tv ~ EJ | & = Q Search wB 4 a0 =

Cd\f\l}\}\] Money us. + Business Markets Tech Media Personal Finance Sir
firal.com Bills LiveSmarterDaily
NextAdvisor

Open Link in New Tab
Open Link in New Window
Open Link in New Private Window

Bookmark This Link
Save Link As...

The 10 Most Important Songs of  These Rarest Things oni Save Link to Pocket

e (Do This) the '80s Leave You Speechless (| Copy Link Location
martPenny.com AARP History Fanatic
View Image
| Copy Image

| Copy Image Location
nvisible Hearing Aid That Everyone Is Talking Donald Trump cancels "Hannity" interview
It Hear.con

Alec Baldwin's Donald Trump impression blends into

Battery Status:
level: 0.11

dischargeTime: 12867

The Leaking Battery, Olejnik et. al. (2015)
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Using Battery Status to Track
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Using Battery Status to Track
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nvisible Hearing Aid That Everyone Is Talking Donald Trump cancels "Hannity" interview

Battery Status:
level: 0.11
dischargeTime: 12867

Alec Baldwin's Donald Trump impression blends into

Battery Status:

level: 0.11

The Leaking Battery, Olejnik et. al. (2015) dischargeTime: 12867

e [Private Browsing
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Using Battery Status to Track

[ JON )

/ "W The year late night picked ...

\

SRS Discovered manually in 2 scripts on
_ about 22 sites

(full measurement is future work)

nvisible Hearing Aid That Everyone Is Talking Donald Trump cancels "Hannity" interview

—

Battery Status:
level: 0.11
dischargeTime: 12867 Battery Status:

level: 0.11

The Leaking Battery, Olejnik et. al. (2015) dischargeTime: 12867 0

Alec Baldwin's Donald Trump impression blends into




Using AudioContext for fingerprinting

Audio Fingerprint

" AR L

frequency bin

e on Android sample fingerprint

Live test page: https://audiofingerprint.openwpm.com/



Browsers remove BatteryStatus API citing privacy

€ | () @ Mozilla Foundation (US) | https://bugzilla.mozilla.org/show_bug.cgi?id

x

1313580 - Remove web content ac...

Bugzilla@Mozilla

Home New

Browse

Search

=

Persona is no longer an option for d

Bug 1313580 -

Status:
Whiteboard:
Keywords:

Product:
Component:

Version:
Platform:

Importance:
Target Milestone:
Assigned To:

Remove web content acces

VERIFIED FIXED

addon-compat, dev-doc-needed, privacy
site-compat

Core (show info)

DOM: Device Interfaces (show other bug§
(show info)

unspecified
Unspecified Unspecified

-- normal (vote)
mozilla52

Chris Peterson [:cpeterson]

@ | |C®search wBa $ 09 & g = t
0@ ) Bug 164213 - Remove Battery Stat.. x [MES
€ > @ﬂ https://bugs.webkit.org/show_bug.cgi?id=164213 c Q‘:}Search ﬁ E ‘ _I @ ‘? e =

WebKit Bugzilla

Bug 164213: Remove Battery Status API from the tree

tHome | New | Browse | Search | Search  [?] | Reports | Requests | Help | New Account | Log In | Forgot Password

|« First Last »| « Prev Next »  This bug is not in your last search results.

Bug 164213 - Remove Battery Status API from the tree

Status: RESOLVED FIXED Reported: 2016-10-30 20:26 PDT by Brady Eidson
Modified: 2016-11-02 14:32 PDT (History)

CC List: 8 users (show)

Product: WebKit
Component: WebKit Misc.
Version: WebKit Nightly Build
Platform: Unspecified Unspecified

See Also: 129046

Importance: P2 Normal
Assigned To: Alex Christensen

URL:
Keywords:

Depends on:

Blocks:
Show dependency tree / graph




Google settlement for subverting cookie blocking

@ www.zdnet.com/article/google-pays-17m-to-settle-safari-cookie-privacy-bypass-charge/ E1 ¢ Search > ﬁ E {

EDITION: ¥

ZDNet SEARCH Q WINDOWS10 CLOUD  INNOVATION SECURITY ~ DATACENTERS  MORE

Google pays $17m to settle Safari cookie privacy-bypass charge

Settlement ends a two-year investigation into Google's cookie practic

& By Liam Tung | November 19, 2013 -- 10:03 GMT (02:03 PST) | Topic: Google

Google will pay $17m to settle claims by READ THIS MEEATED STORIES
dozens of US states that it bypassed privacy o Mobility
. . , . , 4 @ Android 7.0 Nougat,
settings in Apple's Safari browser designed & WS  M600, and Samsung
to block third-party ad cookies. 1 (h::I,;zi{eTechRoundu
7 oo #379)

The deal with 37 states and the District of

Columbia prevents Google from installing

Mobility
Hands-on: Tech21 E
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Multiple settlements for subverting cookie clearing
EXTREMETECH EEEEEENN S

Computing Mobile Internet Gaming Electronics Extreme Deep Dives Deals

HOME  INTERNET

AOL, Spotify, C

unaetetabie e (JNLINE TRACRING FIRM SETTLES SUIT OVER

RYAN SINGEL BUSINESS 12.05.10 2:02 AM

(V| MediaPost
ONLINE MEDIA DAILY

onlinetr: K[SSmetrics Finalizes Supercookies Settlement

pay $2‘4 1 by Wendy Davis @wendyndavis, January 18, 2013, 5:24 PM

lawsuit a
. ubiquitot ! X . s . ;
Anyone who has visited one tracking 8 24 Analytics company KISSmetrics has finalized the settlement of a class-action lawsuit
damages of up to $10,000 p & stemming from its alleged use of "supercookies" to track people online.
this lawsuit could be worth t the comp g PRIVACY
More tha _— - The company implemented an agreement calling for it to refrain from using eTags,
o to funs Flash cookies or other types of hard-to-delete supercookies without first notifying
plaintiffs users and allowing them to choose whether to accept the technology, according to
filed the: recent court papers.
will go to

The company also agreed to pay around $500,000 to the attorneys who brought the case and $2,500 each to
the two consumers who sued: John Kim and Dan Schutzman.

Flash Cookies and Privacy (2009) Soltani, et al.
Flash Cookies and Privacy II: Now with HTML5 and ETag Respawning (2011) Ayenson, et al.
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